Terms & Conditions

The following terms have meanings as described below:
“Application” — Digital Signer Service (Any version)

“Owner” (“eOffice Division - NIC”) or “Operator” or “we” (“us” or “our”) means a natural or
legal person, which owns the exclusive rights for the objects of intellectual property — the
Application.

“User” (“Users”) means a person (individual) who has installed the Application on the
appropriate technical device and or use the Application, or otherwise has an access to the
functionality of the Application.

“Personal Data” — IP & MAC address of machine on which you are running Digital Signer
Service.

“Calling application” — As Digital Signer Service doesn’t work independently. It always works
with the conjunction of any of the Web Applications like eFile, Sparrow etc.

Privacy Policy

The Privacy Policy governs the privacy terms of using Applications, general rules of User’s
Personal Data collection, processing, distribution, usage and keeping.

The Privacy Policy is a legal statement that explains what information of yours we will collect
when you use the Application, how the information will be used, and how we will share and
protect the information.

EACH USER MUST CAREFULLY READ AND COMPLY WITH THIS POLICY.

By using Application, you confirm that you agree to these Terms of Privacy Policy. If you do not
agree with this Privacy Policy in general or any part of it, you should withhold from using
Application. You also agree that any information about you collected by us is transferred with
your consent.



You provide and guarantee to us the right to process your personal data, including the right to
perform the following actions to process your personal data (fully or partially in an automated
system): storing and removing. We are keeping this data for logging purpose only.

Also, the Digital Signer Service is making this information available to the calling application(s)
for logging purpose only. Use of this information is solely the responsibility of the calling
application(s) and Digital Signer Service will not be responsible for any kind of misuse of this
information by the calling application.

Disclaimer

PLEASE READ CAREFULLY THIS DISCLAIMER AS IT AFFECTS YOUR OBLIGATIONS
AND LEGAL RIGHTS.

THE APPLICATION IS PROVIDED “AS IS” WITHOUT
ANY WARRANTIES.

We make no representations or warranties in relation to these Applications or the functionality of
the Applications. We also do not warrant that this Application is fit for your purpose, even if you
have previously provided notice of your intended purpose, and do not warrant that these
Applications will operate with no mistakes and disruption of a work.

Functional possibilities of Applications and any built-in content are provided for your review and
use only in accordance with functional purpose of the Applications. Functionality of the
Applications and related materials and or information are not guaranteed or represented to be
complete, correct or up to date. These materials, content and functionality may be changed from
time to time without notice. Therefore, We can change the functionality of the Applications at
our own discretion by releasing updates.

We reserve the right, at our own discretion, to correct/rectify any errors or omissions in any part
of the Applications. We may make any other changes/improvements to the Applications and the
products, programs, services described/published at any time without any prior notice.

Some of functions of the Applications can be temporarily unavailable (generally it refers to
network functions).

While every effort is made to ensure accurate functioning of functional modules, extensions,
code base or integrations as far as possible, the accuracy of the Applications are dependent on
many factors and thus We can not ensure any comprehensive cover for the functioning.



YOUR USAGE OF THE APPLICATIONS IS AT YOUR OWN RISK. OWNER AND ANY
OTHER, WHO PARTICIPATED IN PROVIDING THE FUNCTIONALITY OF THE
APPLICATIONS EXPRESSLY DISCLAIM ANY WARRANTY.

WE MAKE NO REPRESENTATIONS AS TO ACCURACY, COMPLETENESS,
SUITABILITY, OR VALIDITY OF THE APPLICATIONS AND ANY INFORMATION IN
THE APPLICATIONS AND WILL NOT BE LIABLE FOR ANY ERRORS, OMISSIONS, OR
DELAYS IN THIS INFORMATION OR ANY LOSSES, INJURIES, OR DAMAGES
ARISING FROM ITS DISPLAY OR USE OF THE SAME. ALL INFORMATION AND
FUNCTIONALITY ARE PROVIDED ON AN AS-IS BASIS.

We make no representations about the results to be obtained from using the Application. The
usage of the Application and content is at your (the person who uses it) own risk. You further
agree that We shall not be held responsible for any uncontrollable security attack leading to
failures of the Application and in such cases you agree that We shall not be held responsible for
any type of losses that may occur to you.

WE ALSO SPECIFICALLY DISCLAIM AND SHALL HAVE NO LIABILITY TO YOU FOR
THE FOLLOWING RISKS: operating system failures; errors interactions between your
hardware, software and the Applications; the implications of using the cloud backup software;
malware, viruses or other malicious software on your device that are able to take control or
interfere with the Applications; any possible delays in communications; any negative
implications for You and or the third parties, which ensued from any possible disruption to the
work of the Applications.

Also You agree that We can stop support for Application at any time and at our own discretion.
Also We are not liable for such third party services as iCloud and for harm caused by their fault

and or as a result of their work. Functions, related to third party services can be unavailable due
to limitations or changings by these services or termination of their activities.

REASONABLENESS

BY USING APPLICATION, YOU AGREE THAT THE EXCLUSIONS AND LIMITATIONS
OF LIABILITY SET OUT IN THIS DISCLAIMER ARE REASONABLE. IF YOU DO NOT
THINK THEY ARE REASONABLE, YOU MUST NOT USE ANY OF THE APPLICATION.



License Agreement

This service is made available by eOffice Division - NIC for Document/Text signing purpose
only. For logging reasons service is keeping the IP & MAC address of the machine.

License Agreement BouncyCastle for Digital Signer Service

Copyright (c) 2000 - 2019 The Legion of the Bouncy Castle Inc. (https://www.bouncycastle.org)

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the "Digital Signer Service"), to deal in the Software without
restriction, including without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the
Software is furnished to do so, subject to the following conditions:

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER
DEALINGS IN THE SOFTWARE.

License Agreement Apache License 2.0 for Digital Signer Service

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software

distributed under the License is distributed on an "AS I1S" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.



